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JTaAHHBIX

B I/IH(l)OpMaIII/IOHHI)IX CUCTCMaX NMECPCOHAIBHbBIX JAHHDbIX
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Hacrosimee monoxenue o0 omnpeaeneHud yrpo3 0€30MacHOCTH
MIEPCOHANILHBIX JTaHHBIX, aKTyaJbHBIX MPU 00pabOTKE MEPCOHATBHBIX JTAHHBIX B
WH()OPMAITMOHHBIX CHCTEMaX TMEPCOHAIBHBIX MTaHHBIX IIKOJIBI pa3paboTaHO B
cootBeTcTBUM ¢ KoHcTutynuen PO, denepanpubiM 3akoHOM 0T 29 nexabps 2012
r. N 273-®3 "O06 ob6pazoBanuu B Poccuiickoit denepanun", yacteio 5 ctatbu 19
®denepanpHoro 3akona ot 27.07.2006 Ne 152-®3 «O mepcoHalIbHBIX JaHHBIX),
YcTaBOM IIKOJIBL.

1. O0uIme mMoJI0KEeHUS.

1.1. VYrpo3bl 0€30MacHOCTH NEPCOHANBHBIX JAHHBIX, AKTyaJIbHBIX MIPHU
00paboTKe MEePCOHANBLHBIX JAaHHBIX B MH(POPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX
JAHHBIX B IIKoJe (nanmee - AxTyanbHble yrpo3sl OesomnacHoctu MCII/H),
OTIpeJICNICHbl B COOTBETCTBUU C 4acTblo 5 craTtbu 19 denepanbHOro 3akoHa ot
27.07.2006 N 152-®3 "O mnepcoHaIbHBIX JIAaHHBIX", MOCTAHOBJEHHUEM
[IpaButensctBa Poccuiickoit ®Pepepanuu ot 01.11.2012 N 1119 "OO6
YTBEPKJICHUH TPeOOBAaHUU K 3alIUTE MEPCOHANBHBIX JTAHHBIX IIPU UX 00pabOTKE B
MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHAJBHBIX JAaHHBIX', MpuKazom dDenepaabHOM
CIIyOBbI 110 TEXHUYECKOMY M IKCMOPTHOMY KOHTpouto (nanee - ®DCTIK Poccun)
or 11.02.2013 N 17 "OG6 yrtBepxkaeHun TpeboBaHuii 0 3amuTe UHPOPMALIUU, HE
COCTAaBJISIFOIIEN TOCYJApCTBEHHYIO TaiHy, COAEPKAILIEWUCs B TOCYIapCTBEHHBIX
uHpopmarmonasix cuctemax', mpukazom OCTIK Poccum ot 18.02.2013 N 21
"O0 yTtBepxknenun CoctaBa M COJIep KaHMsI OPTraHU3aIMOHHBIX U TEXHUYECKUX MEp
no oOecreyeHuto O0e30MacHOCTH TMEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe B
WH(OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX', Mpukazom dDenepaabHOM
cyk0b1  Oe3omacHoctu Poccuiickoit depeparuu (mamee - ®Cb Poccun) or
10.07.2014 N 378 "O06 ytBepxaennu CocTaBa U COAECPKAHUS OPTraHU3AIMOHHBIX U
TEXHUYECKUX MEp MO 00ecredeHno 0€30MacCHOCTH IEPCOHANBHBIX JIAHHBIX MPU UX
o0paboTke B  HMH(POPMAIMOHHBIX CHCTEMaX IEPCOHAJBHBIX JAaHHBIX C
UCIIOJIb30BAaHUEM  CPEIICTB  Kpumnrorpaduueckoi  3amuThl  UH(OpMaIuw,
HEOOXOJMMBIX JJI1 BBITIOJHEHUS YCTaHOBIECHHBIX [IpaButenbcTBom Poccuiickoit
deneparuy TpeOOBaHMM K 3alllUTe TNEPCOHATBHBIX JAHHBIX IS KaXJIO0TO W3
YPOBHEN 3alIMIIEHHOCTH', MeTOAMKOM OIpEIEIeHNs AaKTyalbHbIX YIpO3
0€30MacHOCTH NEPCOHAIBHBIX AAHHBIX NMPU UX 00paboTKe B MH(MOPMAIMOHHBIX
CUCTEMAaX IMEPCOHAIbHBIX JAHHBIX, YTBEP)KICHHOW 3aMECTUTENIEM JUPEKTOopa
OCTIK Poccun 14.02.2008, MeToanyecKMMHU peKOMeHIAIUAMM T10 pa3padoTKe
HOPMATHUBHBIX TPABOBBIX AaKTOB, OMPEICISAIONIUX  yrpo3bl  O€30MacHOCTU
MEePCOHATIBHBIX JAHHBIX, aKTyaJIbHBIX MpPH 00pabOTKE MEPCOHAJIBHBIX JIaHHBIX B
MH(POPMAITMOHHBIX CHUCTEMaxX IMEePCOHATBHBIX JaHHBIX, SKCIUTYaTHPYEMbIX TMpH
OCYILIECTBIICHUU COOTBETCTBYIOUIMX BHJOB JCSITEIBHOCTH, YTBEPKIAEHHBIMU
pykoBojactBom 8-ro llerntpa @®CBb Poccum ot 31.03.2015 N 149/7/2/6-432,
ba3zoBoii Mojgesbl0 yrpo3 O€30MaCHOCTH TEPCOHANBHBIX JaHHBIX TPU HX
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00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX, YTBEPKIECHHOM
3amectutenem aupektopa ®CTIK Poccun 15.02.2008, u bankoM gaHHBIX yrpo3
6e3omacHocTH WH(MOpPMAIUHU, pa3MemieHHbIM Ha odumuanmbHoM caiite PCTOK
Poccunm (http://bdu.fstec.ru).

1.2. AxtyansHbie yrpossl Oe3zomacHoctu WCII[H comepxaT mnepedyeHb
aKTyaJbHBIX yrpo3 O€30MacHOCTH MEPCOHANBHBIX NAHHBIX MpU MX 00paboTKe B
WHOOPMAIIMOHHBIX CHUCTEMax [MepCOHATbHBIX JaHHBIX (manee - UWCIIAH)
IIKOJIBI.

1.3. AxrtyaneHbie yrpo3sl OezomacHoctd WMCIIJIH momnexar amanranmuu B
X0Jle pa3paboOTKW OpraHaMy BJIACTH YAaCTHBIX MOJENeld Yrpo3 O0e30MacHOCTH
MEPCOHANIBHBIX JAHHBIX JUIS KaX 01 nHopMaImoHHo cuctemsl (nanee - UC).

1.4. I1pu pa3paboTKe YaCTHBIX MOJIENIEH yrpo3 0€30MacCHOCTH MEePCOHATBHBIX
JAHHBIX MPOBOJUTCS aHAIN3 CTPYKTYpPHO-(QPYHKUMOHAIBHBIX Xapakrtepuctuk WC,
AKCILTYaTUPYEMOM NMPU OCYIIECTBICHUM IIKOJOW (PYHKIIMI W MOJTHOMOYHIA, a
TaK)K€ MPUMEHSEMBIX B Hel MH(OPMAIMOHHBIX TEXHOJIOTMI U OCOOEHHOCTEH €€
(GyHKIMOHUPOBaHUS, B TOM YHUCJIE C HCIOJb30BaHMEM baHKa NaHHBIX Yrpo3
0e30macHOCTH MH(OpMaLUK.

1.5. B yactHOi Monenu yrpo3 O€30IIaCHOCTH NEPCOHAIBHBIX JaHHBIX
YKa3bIBarOTCS:

onucanue UCII/IH u ee cTpyKTypHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHUK;

ONMKMCaHUEe yIrpo3 O€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX C YYETOM
COBOKYMHOCTH MPEANOI0KEHUI 0 cCrloco0ax, MOArOTOBKE U MTPOBEJACHHUH ATAK;

OMMCaHUE BO3MOXHBIX ys3BuMocTe MC, cmnocoOoB peanuzanuu yrpos
O0e3zonmacHOCTH HMH(POPMALIMM M TOCJIEACTBUA  HapylIeHUH  Oe301MacHOCTH
uH(popManuu.

1.6. O6bexTamu nHGOpMATH3AMK B 1KoJe BhicTynaloT UC, umeromnue
CXOJHYIO CTPYKTYPY M OJHOTOYEUHOE NOJKIIOYEHHE K CETSIM OOUIero
nojb30BaHus M (WiM)  HMHOOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHON  CETU
"Unrepuer" (manee - ceth "MHTepHeT") depes3 BbIACICHHYI0O UHPPACTPYKTYPY -
MEXBEJIOMCTBEHHYIO CETh Nepelaun JaHHbIX Ps3aHckol obnactu.

1.7. ba3pl JgaHHBIX HMHPOpPMALMHA, C  HUCIOJB30BAHUEM  KOTOPBIX
OCYILECTBIISIIOTCST  COOp, 3amucCh, CHUCTEMAaTH3allMs, HAKOIJIEHUE, XpaHEeHUue,
yTouHeHrne (OOHOBIIEHWE, W3MEHEHWE) TIEPCOHAIBHBIX JAHHBIX TpaXKIaH
Poccuiickon ®@enepanuu, Haxoaarcst Ha Tepputopun Poccniickoit @enepanni.

1.8. BBox mnepconambHbIX gaHHBIX B MC wu BeIBOA nmaHHBIX u3 HC
OCYILECTBIISIIOTCSI C HCMOJb30BAaHUEM OYMaKHBIX M DJICKTPOHHBIX HOCHUTENEH
uHpopmaruu. B kauecTBe 37EKTPOHHBIX HOCUTENIEH MH(POPMAIIUU UCTOJIb3YIOTCS
YUYTEHHBbIE ChEMHBIE HOCUTEIM WH(OpMaMu M onThyeckue aucku. Jloctym K
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NCII/IH orpaHiyeH nepeyHeM COTPYAHUKOB IIKOJIbI, SBJISIFOUIUXCS BIaACNIbLIEM
ncC.

1.9. Tlepenaua mnepcoHANbHBIX JaHHBIX B JPYrHe OpraHU3alMd U B
TEppUTOPHANIbHBIE OpraHbl (perepanibHbIX OPraHOB MCIOIHUTENBHONW BIACTH TIO
ceTsiM o00mero moJjb3oBaHus U (uiau) cetu "MHTepHeT" ocyiiecTBiseTcs C
HCIIOJB30BaHUEM CEPTHU(PHUIIUPOBAHHBIX IMU(POBATBHBIX (KPUIITOTPAPUUSCKUX )
cpencts 3ammThl nHGopmanmu (naiee - CK3M).

1.10. Kontponupyemoii 30Hoi UC sBIsAIOTCA aIMUHUCTPATUBHBIC 3TaHHUS
KoJutemka. B mpemenax KOHTPOJMPYEMOW 30HBI HAXOJATCA paboume MecTa
MOJI30BaTEIICH, CEpBEPHI, CETEBOE U TEICKOMMYHUKAIIMOHHOE o0opynoBanue VC.
Bue koHTponupyemMoil 30HBI HaxoAATCS JIMHUM TepefJadyd JIaHHbIX W
TEJIEKOMMYHUKAIIMOHHOE 000pY/I0BaHUE, UCIOJIb3yeMOe MJii UHPOPMAIIMOHHOTO
oOMeHa 1o ceTsM 00111ero moyib3oBanus u (vwin) cetu "MHTepHET".

1.11. B agAMUHHUCTPATUBHBIX 3JAHUAX IIKOJIBI:

JIOJIKEH OBITh OPraHU30BaH MPOITYCKHOU PEXKUM;

JIOJKHO OBITh HCKJIIOYEHO HEKOHTPOJIMPYEMOE MpeObIBaHWE MOCTOPOHHUX
JUIL W HEKOHTPOJHMpPYEMOE TMepeMenieHrue (BBIHOC 3a TMpeesbl  3JIaHHs)
KOMITBIOTEPOB U OPTTEXHUKU;

MOMEIIEHHUsS] CO CPEACTBAMHU BBIYMCIUTEILHON TEXHUKU JOJDKHBI OBIThH
000pyI0BaHbI 3aITUPAIOIIMMUCS JBEPSMHU U OTICUATHIBAIOIIUMH YCTPOUCTBAMU;

JOTIOJIHUTEJIBHO  MOXET OBITh OpPraHMW30BaHO BHJACOHAONIOJCHHE B
KOpUI0pax, BECTUOIOJSAX U XOJIIaxX.

1.12. 3amura nepcoHadbHbIX JaHHBIX B MC MIKOIBI M ceTsax o0IIero
MOJIb30BaHUS, MOJKI0UaeMbIX K cetu "MHTepHer", obecnieunBaeTcsi cpecTBaMu
3amuThl nHpopManuu (nanee - C31):

C3U oT HeCaHKITMOHUPOBAHHOTO J0CTYyIMa, cepTuduimpoBanabiMu OCTIK
Poccun, He Hmwke 4 ypoOBHSI KOHTPOJS OTCYTCTBUS HEICKIApUPOBAHHBIX
BO3MOXKHOCTeH (nanee - H/B);

CpelCcTBaMH AaHTHUBUPYCHOM 3amuthbl, cepTuduuupoBaHnHbiMu  OCTIK
Poccum, ne Hmxe 4 knacca;

MeXCeTeBbIMU dKkpaHamu, ceptudumupoBanubiMu GCTIK Poccuun, He
HIDKe 3 Kjacca;

CK3U, dopmupyronumu  BupTyaibHble  uactHbie cetd  (VPN),
cepruduipoanabiMu PCh Poccun no knaccy KC 1 u Bbiiue;

cucTteMaMu OOHapy>KEHHsI BTOPKEHUS HEe HUXKe 4 Kilacca;

CpPEACTBOM T'OCYJIApCTBEHHON CUCTEMBI OOHApPYXEHUSI, MPEIyNpEeKACHUS U
JUKBUIAIMKA TIOCTEACTBUN KOMITHIOTEPHBIX aTak Ha WH(GOPMAIIMOHHBIE PECYPCHI
Poccuiickon @enepanum.



2. XapaKkTepucTHKHU 0€30IMacCHOCTH HH(POPMAIHOHHBIX CHCTEM MEePCOHAIbHBIX
JAHHBIX.

2.1. OCHOBHBIMH CBOMCTBAMHU 0€30MaCHOCTH HH(POPMAITUN SBIISIFOTCS:

KOH(PUIEHINATBHOCTD - 00s13aTEIHLHOE TSI COOMIOACHUS OTEPaTOPOM HITH
WHBIM TIOJYUYUBIIUM JOCTYI K TMEPCOHAIbHBIM JAHHBIM JIUIIOM TpeOOBaHUE HE
JIOMyCKaTh WX pacmpocTpaHeHus: 0e3 corjacus cyObeKTa MEpCOHATbHBIX JTaHHBIX
WJIU HaJWYUsl MHOTO 3aKOHHOTO OCHOBAHUS;

LEeJIOCTHOCTD - COCTOSIHUE 3aIUIIEHHOCTH WH(POpMAIIUU, XapaKTepru3yeMoe
cnocobnocteio MUC obecneunBaTh COXpaHHOCTh M HEM3MEHHOCTh MHGpOpMAIUU
MpU TONBITKAX HECAHKIIMOHUPOBAHHBIX BO3ACHCTBUI Ha Hee B Mpolecce
00pabOTKH WJIM XpaHEHHUS,;

AOCTYNHOCTb - COCTOSIHME WH(OpMallMU, TPU KOTOPOM CYOBEKTHI,
HMMEIOIIME TTpaBa JOCTyMa, MOTYT PEan30BaTh UX O€CIPETSITCTBEHHO.

2.2. Tlox akTyadbHBIMH Yrpo3amMu O€30MacHOCTH TEePCOHAIBHBIX JTaHHBIX
MOHUMAETCS COBOKYIHOCTh YCJIOBHM M (DAKTOPOB, CO3MAIONIUX AaAKTyaJIbHYIO
OMacCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM 4YHUCJE CIy4allHOro, J0CTyma K
MEePCOHAIBHBIM JJaHHBIM NpH X o0pabdoTke B MC, pe3ynbTaTtoM KOTOPOro MOTYT
CTaTh YHUYTOXKCHHE, U3MEHEHHE, OJIOKUPOBAHHUE, KOMTUPOBAHUE, IPEIOCTABICHUE,
pacmpocTpaHeHUE TMEePCOHAIBHBIX JaHHBIX, a TakKKe WHbIC HEIMpPaBOMEPHBIC
JICVCTBHSL.

2.3. B 3aBucuMocCTH OT cocTaBa 00OpabaThIBaeMbIX IEPCOHAIBHBIX JTAHHBIX U
TUTMA aKTyaJdbHBIX YIpo3 HEOOXOAMUMBIN YpOBEHb 3AIIUIIEHHOCTH MEPCOHAIBHBIX
nanHbix 1 kaxaon UCIIIH onpenenseTcss MHAMBUAY ATBHO.

2.4. Jlna WCII[In opraHOB BIAcTH aKTyaJdbHBI YTPO3bI OE30MMACHOCTH
MEPCOHANBHBIX JAHHBIX TPETHErO THUIIA, HE CBs3aHHbIE ¢ Hanuuuem HJIB B
CUCTEMHOM W TPUKIAJHOM TporpaMmMHOM obOecnedeHun (manee - I10),
ucrnoiaszyemom B UC.

3. IIpumeHenue cpeacTB Kpunrorpaguyeckoi 3auThHI HHPpopManu B
HH(POPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX IaHHbIX.

3.1. AxrtyanbHocts mpumeHenus B HWCII[n opranoB Bimactu CK3U
OTnpeensieTcs: HeOOXOAUMOCThIO 3alllUThl MEPCOHANIBHBIX JaHHBIX, B TOM YHCIIE
npy MHOOPMAITMOHHOM OOMEHE MO CETSIM CBSI3U OOIIETO MOJIb30BaHUS U (MJIN)
cetu "UHTepHer".

3.2. CK3U mnpeaHazHayeHBbl I 3alIUThl MHPOPMAIUU OT JEHCTBHUHA CO
CTOPOHBI JIUI], HE UMEIOUINX MPABO AOCTYMA K 3TOM HH(OpMAaLIUU.

3.3. IIpuHATHIMEH OpraHU3alMOHHO-TEXHUYECKUMU MEpaMU B KOJUIEIKE
JOJDKHA OBITh  HMCKJIIOYEHAa BO3MOXKHOCTh HECAHKIIMOHMPOBAHHOTO JIOCTYIIA
NOTEHIIMAIBHOIO HAPYIIHUTENS K KitoueBoil nHpopmannu CK3U.

3.4. Ilpu oxcryaraumun CK3UW  pomxubl  cobmogaTeesi TpeOOBaHUS
IKCIUTyaTallMOHHO-TeXHUYecko  nokymeHtanmu ©Ha CK3UM wu  TpebGoBanus



JNEUCTBYIOIIMX HOPMATUBHBIX MPABOBBIX AaKTOB B O0JacTH peaju3alud U
skcmutyaranuu CK3U.

3.5. lna oGecriedenusi O€30MACHOCTH TMEPCOHANBHBIX JaHHBIX MPH HX
oopabotke B UCII[Jn wucnonssytorcss CK3U, npomexamve B yCTaHOBICHHOM
MOPSAKE MPOUENYPY OLIEHKH COOTBETCTBHUS.

3.6. O6bexramu 3anuthl B UCII/{H sBisroTes:

MepCOHAJIBLHBIC JaHHBIE;

CpelicTBa KpUNTOrpaguuecKoi 3aiuThl HH(OOPMAIIIK;

cpena pyukuonupoBanus CK3U (nanee - CO);

nH(pOpMaIUs, OTHOCSIIAICS K KPUNTOrpapUISCKO 3aIuTe MePCOHATBHBIX
JAHHBIX, BKJIIOYAas  KIIOUEBYIO, TMApOJBHYID M ayTCHTH(PHUIUPYIOIIYIO
unpopmaruio CK3U;

JOKYMEHTBI, Jlefla, OKypHaJbl, KapTOTEKW, W3JaHUSA, TEXHUUYECKHUE
JIOKyMEHTBI, pabouue MaTepuaibl U T. M., B KOTOPBIX OTpa)K€Ha 3alluIacMas
undopmarusi, otHocsmasgcs k MCI[In u ux kpunrorpaduyueckoil 3amure,
BKItouasgs JokyMeHtanuio Ha CK3M M Ha TexHHWYecKue W MOpOorpaMMHbIC
KOMITOHEHTHI cpefibl pyHkimonupoBanus CK3U;

HOCHUTENIM 3amuinaeMoit uHpopmanmu, ucnoibdyembie B MC B mpoiecce
Kpuntorpauueckoil 3amuThl MEPCOHATBHBIX JAHHBIX, HOCHUTEIHM KJIIOUEBOM,
napojibHoi u ayreHTuduumpyromei uHpopmanuu CK3M u nopsaok noctyna K
HUM,;

UCIOJIb3yeMble HMH(POPMAIIMOHHOM CHUCTEMOM KaHaibl (JIMHUU) CBS3H,
BKJIIOYAs KAOCJIbHBIE CUCTEMBI,;

NOMENIEHHUsI, B KOTOPbIX HaxonsTcs pecypcsl MUC, numeronue oTHOIIEHUE K
KpUnTorpaduueckom 3amuTe NePCOHANbHBIX JaHHBIX.

3.7. Peammzanmus  yrpo3  0€30MacHOCTH  TEPCOHANBHBIX  JTAHHBIX,
obpabateiBaemMbix B MCII/IH, ompenensercss BO3MOXXHOCTSIMHA HCTOYHHKOB aTak.
Ha ocHOBaHUM WCXOJIHBIX JaHHBIX 00 OOBEKTaX 3allUThl M MCTOYHUKAX aTaK B
tabnuie 1 nis mKoJbl ompeaesneHbl 0000IEHHBIE BO3MOKHOCTH HUCTOYHUKOB
aTak.

Tabauna 1
O060011IeHHBIE BO3MOXHOCTH HCTOYHHUKOB aTaK Ha/Het
1 2
1. BO3MOHOCTh CAMOCTOSITESIbHO OCYIIIECTBIISATh CO3/I1aHUE CITIOCOOOB
aTak, MOJrOTOBKY M MPOBEJACHUE aTaK TOJBKO 3a MpeaesiaMu Ha
KOHTPOJIMPYEMOU 30HBI
2. BO3MOKHOCTB CaMOCTOSTENILHO OCYIIECTBIIAThH CO3aHNE CITIOCOOO0B
aTak, MOJrOTOBKY M MIPOBEACHUE aTakK B Ipejeax KOHTPOJIUPyeMOi
30HBI, HO 0€3 (hU3MYEeCKOoro JOCTYIIA K allllapaTHBIM Cpe/ICTBaM (jaee - Ha
AC), Ha koropsix peanuzoBanbl CK3U u cpena ux QyHKIIMOHUPOBAHMUS
3. BO3MOXHOCTH CAMOCTOSATENILHO OCYIIECTBIISATH CO3IaHUE CIIOCOOOB
aTak, MOJArOTOBKY M IIPOBEACHUE aTaK B Mpejenax KOHTPOIUPYEMOi Her
30HBI ¢ pusnyeckum noctynom kK AC, Ha koTopsix peannzoBanbl CK3U u




cpena ux QyHKIIMOHUPOBAHUS

4. BO3MOXHOCTb TIPHUBJICKAThH CIEIIHAIACTOB, UMEIOIIUX OIBIT
pa3pabotku u anaymza CK3U (Bkirogast cenuaiicToB B 001acTH

aHaJIKM3a CUTHAJIOB JIMHEHHOM Mepeayl U CUTHAJIOB MOOOYHOTO Her
AIIEKTPOMArHUTHOTO M3nydeHus u HaBoJok CK3)

5. BO3MOXXHOCTB TIPHUBIIEKATH CIEIIAATHUCTOB, HMEIOIITUX OTBIT

paspabotku u anaymza CK3U (Bkirogast cCienuaiicToB B 001acTH Her

WCITOJIB30BAHUS JUIsl pealn3alry aTak HeJOKYMEHTUPOBAHHBIX
BO3MOYKHOCTEN MPUKIIATHOTO MPOrPaMMHOT0 00€CIeyeHus)

6. BO3MOXHOCTh MPHUBIIEKATH CIICITUAINCTOB, HMEIOIIUX OITBIT
paspabotku u anaymza CK3U (Bkirogast cenuanicToB B 001acTH
UCTIOJIB30BAHUS JIJISl pEANIN3alliU aTaK HETOKYMEHTUPOBAHHBIX Her
BO3MOKHOCTEH armapaTHOTO U MPOrPaMMHOTO KOMIIOHEHTOB CPEIb
dbynkunonuposanus CK3M)

3.8. B coorBercTBHH ¢ OOOOIIEHHBIMA BO3MOKHOCTIMHU HCTOYHHKOB aTaK
(radauma 1) omnpeneneHbl JBE aKTyalbHbIE YTOYHEHHBIC BO3MOXHOCTH
HapYIIUTEICH W HaNpaBJICHUsI aTak (COOTBETCTBYIOIIHNE aKTyaIbHBIC YTPO3BI JJIS
HC) (tabnuma 2).

Ta6nauna 2
N AKTyaJIbHOCTb
YTOuHEHHBIE
UCIIOJIH30BaHUS
BO3MOKHOCTH
. (mpuMeHeHus )
HapyIIUTEICH U
IS OGocHOBaHHE OTCYTCTBHS
HaIpaBJICHUS aTaK
MOCTPOCHUS U
(COOTBETCTBYIOIINE
aKTyaJIbHbIE YTPO3bI) peaH3atin
Y yrP aTaK
1 2 3
1. IlpoBenenue araku | Heakryansno | [IpoBoasitcss pabGoTel 1o  moadOpy
IPU HAXOXKJICHUH B MepPCOHANIA; MpEICTaBUTENN
npeaenax TEXHUYECKUX, OOCTYXHMBAIOUUX U
KOHTPOJUPYEMOM 30HBI JPYTUX BCIIOMOTATENbHBIX CIY>K0 mpu

paboTe B MOMeENIEHUsIX (CTOMKax), e
pacnionoxkensl CK3U, U coTpynHuky,
HE  SBISIONIMECS  IOJIb30BATCIISIMU
CK3U, naxoagarcst B 3THX IIOMEIIEHUIX
TOJIBKO B TPUCYTCTBUHU COTPYIHHKOB
10 HKCILTyaTallkH;

COTPYJHUKH, SIBJISTFOIITHECSI
nons3oBaressimu - UCII[IH, HO He
sBIsioIIMecs mnoJb3oBaTesiMu CK3MU,
poMHGOOPMUPOBAHEI O  IIpaBHJIAX




pabotel B UCIIJIH 1 OTBETCTBEHHOCTH

3a HECOOII0IEHNE IIpaBUII
oOecneyeHus 0e301acHOCTH
uHpopmaruu;

MOJIb30BaTEIIN CK3H1

NpOUH(GOPMUPOBAHEI O  TIpaBUIIAX
pa6otel B UCII/IH, mpaBuiiax paboThI ¢
CK3M1 u  OTBETCTBEHHOCTH  3a
HeCcOOJII0/IeHHE TMpaBUil oOecreyeHus
0e3omacHoCcTH UHGPOPMAIIUH;
MTOMEILEHUS, B KOTOPBIX
pacnionaratorcss CK3W, ocHaiiensl
BXOAHBIMU JIBEPBMU C HAACKHBIMU
3aMKaMH, O0OECIeUYeHO MOCTOSHHOE
3aKpbITHUE JBEpEW IIOMEIICHUNA Ha
3aMOK, u ux OTKPBITHE
OCYILIECTBIISIETCS TOJBKO ISt
CaHKIIMOHUPOBAHHOI'O MPOX0/Ia;
YTBEPKIEHbl TpaBWJia JIOCTylla B
MOMEIIEHUs, TJe  pacrnojiaraloTcs
CK3MU, B pabouee u Hepabouee Bpems,
a TAK)K€ BHEIITATHBIX CUTYAIUsX;
YTBEPKJEH TMEpeUYEeHb JUI, UMEIOIINX
MpaBoO JOCTyNnma B TOMEIIEHUS, TJe
pacnonaratorcst CK3U;
OCYILECTBIISIETCS ~ pa3rpaHUYEHUE U
KOHTPOJb JOCTyHa IOJb30BaTEIEH K
3alMIIAEMbIM pecypcam;
OCYILIECTBIISIETCS PETHCTPALUS U YYET
JnercTBuii moap3oBaresnen ¢ [11H;
OCYILIECTBIISIETCS KOHTPOJIb
LETIOCTHOCTH CPEACTB 3alllUTHI; Ha
APM wu cepBepax, Ha KOTOpPBIX
ycranoBiieHbl CK3HM, wucnons3yrorcs
cepTU(UIIMIPOBaAHHBIE C31 oT
HECAHKIIMOHUPOBAHHOTO JOCTyTa
(manee - HCI);

UCIIOJB3YIOTCS  CepTU(DUITMPOBAHHBIE
CpPEICTBAa AaHTUBUPYCHOMW 3aITUTHI

2. IlpoBeneHue aTak Ha
JTame  JKCIUTyaTaluu
CK31 na cnenyromue
OOBEKTHI:

JIOKYMEHTAITHIO Ha
CK3M u KOMIOHEHTHI

HeaxkryanpHo

[IpoBomsaTcss paboThl 1O TOAOOPY
MepcoHana;

nokymentanuss Ha CK3U xpanutcs y
OTBETCTBEHHOTO 3a CK3H1 B
METAJITHYECKOM ceilde;

MTOMEIIEHUSI, B KOTOPBIX
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C®; mnomenieHus, B
KOTOPBIX HaXOJIUTCS
COBOKYITHOCTD
MIPOTPAMMHBIX u
TEXHUYECKHX
9JIEMCHTOB
00paboTKH
CITOCOOHBIX
(G YHKITMOHUPOBATH
CaMOCTOSTCIBHO WM B
cocTaBe CPEICTB
BBIUMCIIMTEIbHOM
texHuku (nanee - CBT)
uCo

CHUCTEM
JaHHBIX,

pacmoyiaraloTcs  JOKYMEHTalusl  Ha
CK3U1, CK3U wu xommoHeHTHl CO,
OCHAIIICHB BXOJHBIMU JBEPHMHU C
HAACKHBIMU  3aMKaMH, OO€ECIIEYEHO
IIOCTOSIHHOE 3aKpBITHE IBepen
MTOMEIICHU Ha 3aMOK, M UX OTKPBITHE
OCYIIECTBIISCTCS TOJIBKO JUIST
CaHKIIMOHUPOBAHHOTO TIPOXO0/1a;
YTBEP)KJICH TIEPCUCHb JIUIl, MMCIOIIUX
MIPaBo JIOCTYIIA B IIOMEIIECHUS

3. [lonyuenue B pamkax
MPEAOCTaBIECHHBIX
MOJHOMOYHNM, a TaKXKe
B pe3yJibTare
HaOIIOICHU I

W (D149 011871
uH(popMaIuu:
CBEJCHUU 0
bu3nUecKux Mepax
3alIATBl  OOBEKTOB, B
KOTOPBIX  pa3MEIICHbI
pecypcbl
uH(OPMAITMOHHOU
CUCTEMBI;

CBEJICHUU O Mepax Io
o0ecreueHunto
KOHTPOJUPYEMOH 30HBI
O0OBEKTOB, B KOTOPBIX
pa3MeEIeHbl  PeCypChI
MH(OPMAITMOHHOU
CUCTEMBI;

CBEJICHUM O Mepax Mo
pa3rpaHUYCHUIO
JIOCTyNa B OMENICHUS,
B KOTOPBIX HaxOMSTCS
CBT, Ha  KOTOpBIX
peanmm3oBanbl CK3U u
Ch

AKTyanbHO

4, Hcnonp3oBanue
[IITAaTHBIX CpE/ACTB
NCIIdH,

AKTyanbHO




OI'paHUYICHHOC MCpPaMH,

peann30BaHHbIMU B
UH(pOpMAITMOHHOM
CUCTEME, B KOTOpPOH
ucnonszyercs CK3U, u
HaIpaBJICHHBIMH Ha
npeaoTBpalieHue u
IpeceveHue

HECAHKI[MOHUPOBAHHBIX
NeUCTBUU

5. ®usuyeckuit noctyn | HeakryanpHo | [IpoBoasTcs pabGoTel 1O Moa00py
k CBT, Ha KOTOpBIX [IEpCOHAJIA; IIOMELICHUs, B KOTOPBIX
peamm3oBanbl CK3U u pacnonaratorcst CBT, Ha KOTOpBIX
Co pactionaratorca CK3U u  CO,
OCHAIIEHbl BXOJHBIMM JBEPBMH C
3aMKaMHU, 00€CTIEUNBACTCS TOCTOSIHHOE
3aKpbITHUE JBEpEW IIOMEIICHUNA Ha
3a4MOK WU HX OTKPBITUE TOJBKO JJIst
CaHKIMOHUPOBAHHOTO MPOXOAa
6. Bo3moxunocts | Heaktyansno | [IpoBoasitcst paboTel 1o  moadopy
BO3/CHCTBOBATh Ha IEPCOHAIIA;
arrmapaTHbIe MOMEIIEHUSI, B KOTOPBIX
komroHeHTl CK3U u pacnomaratorcs CK3U u  CO,
Co, OrpaHUYCHHAsS OCHAIIEHbl BXOJHBIMM JBEPbMH C
MepaMH, 3aMKaMU, 00ECTICUNBACTCS TIOCTOSTHHOE
peaIM30BaHHBIMU B 3aKpbITHE JBEpEW IIOMEIICHUNA Ha
uH(OPMAITMOHHON 3aMOK WU HX OTKPBITUE TOJBKO JJIsl
CUCTEME, B KOTOpPOWU CaHKIIMOHUPOBAHHOTO MPOX0/a;
ucnoisb3yercs CK3U, u MPEICTaBUTEIHN TEXHUYECKUX,
HaIlpaBJICHHbIMU Ha 00CITyKUBAIOITUX u TPYTUX
IIPENOTBpALIEHUE u BCIIOMOTaTeNIbHBIX CIIy’)KO mpu padote
IIpeCceUYcHue B  TIOMEIICHUSX  (CTOWMKax), TIe
HECAHKIIMOHUPOBAHHBIX pacniosioxkenbl koMroHeHTel CK3U u
JEUCTBUN CD, u COTpyIHUKH, HE SBISIOLIAECS
nonan3oBaresiMmu CK3U, HaxomsTcs B
ATUX  TIOMEHIEHUSIX  TOJBKO B
MPUCYTCTBUH COTPYJIHUKOB o
AKCIUTYaTaluu
7. Bo3moxHnocTs | Heaktyansno | He OCYILIECTBIISIETCS obOpaboTka
pacronarartb CBEJICHHUIA, COCTAaBJISIFOIIUX
CBEJICHUSAMU, roCyJapCcTBEHHYI0 TalHy, a TaKxe
coAepKaUMUCS B HWHBIX CBEICHHM, KOTOpHIE MOTYT
KOHCTPYKTOPCKOM MPEJICTABIATh MHTEpPEC TSt
JIOKYMEHTAIUU Ha peann3anu BO3MOXHOCTH
anmapaTHbIe "
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MpOrpaMMHbIE
KoMmoHeHThl CO

8. Bo3moxunocts | Heaktyansno | He OCYIIIECTBIISIETCS o0paboTka
BO3JCHCTBOBATH Ha CBEICHUI, COCTaBJISIOIIUX
JTO0bIE  KOMITOHEHTHI roCcyIapcTBEHHYI0 TalHy, a TaKxe
CK3U u CO MHBIX CBEICHUN, KOTOPBIE MOIYT

MPEACTABIATh UHTEpEC TUISt

pcain3aliii BO3MOXHOCTH

4. OnpenesieHne aKTyaJdbHBIX YIPo3 0€30I1aCHOCTH MEPCOHAJIBHBIX JAHHBIX B
UH(OPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX TAHHBIX.

4.1. Ha ocHOBe MpOBEIEHHOr0 aHain3a 0aHKa JaHHBIX Yrpo3 0€30MacHOCTH
uHpopmarnmu  (Www.bdu.fstec.ru) ¢ yuérom CTPyKTYpHO-(PYHKIIMOHATBHBIX
xapakTepuctuk TUNOBBIX MC, a Takke MpUMEHSEMbIX B HUX HH()OPMAIMOHHBIX
TEXHOJOTMM U ocobeHHocTel (pyHkunoHupoBaHus, B IC opraHoB BIacTH MOTYT
OBITh aKTyaJbHBI clieaytome yrpo3sl 6ezonacuocta MCII/IH:

YBI.3 Yrpo3a aHanu3a KpUunrorpapuueckux aaropuTMOB U UX peash3aliy;
YBU.4 Yrposa ammapatHoro copoca mapoist BIOS;

YBU.6 Yrpo3a BHeApEeHUS KOAa WU JAHHBIX;

YBU.7 Yrpo3a Bo3AEHUCTBHUS HA IPOTPaMMBI C BBICOKUMU ITPUBWIIETUSAMM;

YBI.8 Yrpo3a BoccTaHOBJIEHUS ay TEHTU(PUKAIUOHHON HH(POpMALIH;

YBU.9 Yrpo3za BoccTanoBiIeHHSs IpeaAbAyIIel ysa3sumon Bepcun BIOS;

YBU.12 VYrpo3a necTpyKTUBHOTO M3MEHEHUsI KOHMUTYpPALUU/CPEbl OKPYKEHUS
porpamwm;

YBU.13  VYrpo3a  AECTPYKTMBHOTO  HCIIOJIb30BaHUA  JCKIAPUPOBAHHOTO
dbyukmonana BIOS;

YBU.14 VYrpoza AIUTENBHOTO  yIEpKaHUS  BBIYMCIUTENBHBIX  PECYpPCOB
MOJIb30BaTENSIMU;

YBU.15 Yrposa nocryna K 3amuinaeMbiM ¢aiijiaMm ¢ UCIOIb30BaHUEM 00XOIHOTO
My TH;

YBI.16 Yrpo3a noctyna K JokajlbHbIM (haiiiaM cepBepa npu nomoinu URL,;
YBU.17 Yrpo3sa nocryna/nepexsata/uzmenenuss HT TP cookies;

YBU.18 Yrpo3a 3arpy3ku HEMITATHON OMEPAIMOHHON CUCTEMBI;

YBU.19 Vrpo3sa 3apaxenus DNS-kemia;

YBU.22 Yrpo3a u30bITOYHOTO BHIACICHUS OTIEPATUBHOMN NaMSITH;

YBU.23 Yrpo3a n3MeHEeHUs] KOMIIOHEHTOB CUCTEMBI;

YBU.26 Yrpo3za uckaxenuss XML-cxembr;

YBU.27 VYrpo3a uCKaXeHHs BBOJMMON U BBIBOAUMOW Ha mnepudepuitHbie
yCTpoMCTBA HH(DOpMAIUY;

YBN.28 Yrpo3a ucnoiab30BaHus AIbTEPHATUBHBIX MYTEH HOCTYyIA K pecypcam;
YBN.30 Yrposa UCIIOJIb30BaHUSA uH(bopMaIun uaeHTUUKAIN/
ayTeHTU(PUKALIUU, 33]JTaHHON TI0 YMOJIYaHUIO;

11



http://internet.garant.ru/document?id=10002673&sub=5
http://internet.garant.ru/document?id=10002673&sub=5
http://internet.garant.ru/document?id=10002673&sub=5
http://internet.garant.ru/document?id=10002673&sub=5
http://internet.garant.ru/document?id=10002673&sub=5
http://internet.garant.ru/document?id=28009835&sub=1695
http://internet.garant.ru/document?id=28009835&sub=1695
http://internet.garant.ru/document?id=28009835&sub=1695
http://internet.garant.ru/document?id=28009835&sub=1695

YBU.31 VYrpo3za wuCnoiab30BaHUSI MEXAHU3MOB AaBTOPU3ALMM JISI TOBBILICHUS
IIPUBWIIETHH;

YBU.32 Yrpo3sa ucnonbp3oBaHus MOAAETBHBIX MUPPoBbIX noanuceit BIOS;
YBU.33 Yrpo3a ucnoas30BaHus ciiabocTeld KOJAUPOBaHUS BXOAHBIX JaHHBIX;
YBU.34 Yrpos3a ucnonb3oBaHus Cl1ab0CTEH MPOTOKOJIOB CETEBOIo/ JIOKAJIBHOTO
oOMeHa JJaHHBIMH;

YBU.36 Yrpo3a uccienoBanusi MEXaHU3MOB PaOOThI POTPAMMBI;

YBU.37 Yrpo3a uccinenoBanusi NPUIOKEHUS Yepe3 OTUEThI 00 OIINOKAX;

YBU.39 VYrpo3a ucuepnaHus 3amaca KIItOueld, HEOOXOAMMBIX JIsi OOHOBICHUS
BIOS;

YBM.41 Yrpo3a MeXcaTOBOro CKpUITHHIA;

YBI.42 Yrpo3a MexcailTOBOW MOIEIIKH 3a1pOCa;

YBU.45 Yrposa HapyuieHus: U30Js1uu cpeibl ucrnonnenus BlOS;

YBUN.49 Yrpo3a HapynieHus LEJIOCTHOCTH JAHHBIX KEIla;

YBU.51 Yrpo3a HEeBO3MOKHOCTH BOCCTaHOBJIEHUSI cecCUU paboThl Ha [I9BM npu
BBIBO/IE M3 MPOMEKYTOUYHBIX COCTOSTHUW MUTAHUS;

YBU.53 Yrpo3a HEBO3ZMOKHOCTH YIIpaBJiIeHUs IpaBamMu nosib3oBateneit BIOS;
YBU.59 VYrpo3za HEKOHTpPOJHMPYEMOIO pOCTa YHCIA 3apPE3€pPBUPOBAHHBIX
BBIYUCIIUTEIBHBIX PECYPCOB;

YBUN.62 Yrpo3a HEKOPPEKTHOTO MCIIOJIB30BAHUS MTPO3PAYHOTO MPOKCU-CEPBEpPA 32
cu€T IJIariHOB Opay3epa;

YBU.63 VYrpo3a HEKOPPEKTHOTO HCIOJIb30BaHUS (DYHKIIMOHAJIA MPOTPAMMHOIO
o0ecIIeYeHHS;

YBU.67 Yrpo3a HelmpaBOMEPHOTO 03HAKOMJICHUS € 3allUiaeMoi nHhopMalue;
YBU.68 VYrpo3a HemnpaBOMEpPHOT0/HEKOPPEKTHOTO HCIOJIL30BaHUsS HHTEepderica
B3aUMOJICHCTBUS C TIPUIIOKECHUEM;

YBN.69 Yrpo3a HenpaBOMEPHBIX IEUCTBUIN B KaHAJIaX CBSI3U;

YBU.71  VYrpo3a  HECaHKIHMOHHUPOBAHHOTO  BOCCTAaHOBJEHUSA  yAAIEHHOU
3aIu@aeMoi nHpopMaIvy;

YBU.72 VYrpo3a HECaHKIMOHMPOBAHHOTO BBIKIIOUCHHS WJIM 00X0/Ja MEXaHHW3Ma
3amuThel ot 3anucu B BIOS;

YBU.74 Vrpo3a HECaHKIIMOHUPOBAHHOTO JIOCTyNa K ayTeHTU()HUKAIMOHHON
uHdopmaIuy;

YBU.86 VYrpoza HECaHKIMOHUPOBAHHOTO W3MEHEHHUS ayTEeHTU(UKAITMOHHOU
uHbopMaIuy;

YBU.87 VYrpo3a HECaHKUMOHWPOBAHHOIO HCHOJIb30BAHUS NPUBUIIETMPOBAHHBIX
bynkumii BIOS;

YBU.88  VYrpo3a  HECAaHKIMOHMPOBAHHOTO  KOMNHMPOBAHUS  3allUIIAEMOI
uH(popManuu;

YBH.89 Yrpo3a HECAaHKIIMOHHUPOBAHHOTO PEAAKTUPOBAHUS PEECTPA;

YBMU.90 VYrpo3a HECaHKUIMOHUPOBAHHOTO  CO3JaHUS  YYETHOM  3aIucu
MOJIb30BaTEIS;

YBU.91 Yrpo3a HECaHKIIMOHUPOBAHHOTO Y/IaJICHUS 3alUIIIaeMO HHPOPMAIIUK;
YBU.93 Yrpo3a HECaHKIIMOHUPOBAHHOTO YMpaBIeHUs OypepoM;

12



YBN.94 Vrpo3a HECaHKIMOHUPOBAHHOTO YIPABJICHUS CUHXPOHMU3AIMEH U
COCTOSIHUEM,;

YBHN.95 Yrpo3a HECAaHKUMOHUPOBAHHOTO YIIPABIICHUS YKA3ATEISIMU;

YBU.98 Vrpoza oOHapyXeHHS OTKPBITBIX TMOPTOB W  HJEHTU(DHUKAIUU
MPUBS3aHHBIX K HEMY CETEBBIX CITYKO;

YBU.99 Yrpo3a oOHapykeHUS XOCTOB;

YBM.100  VYrpoza  o00x0Ja  HEKOPPEKTHO  HACTPOEHHBIX  MEXaHU3MOB
ayTeHTU(PUKALIUU;

YBU.102 VYrpo3za onocpenoBaHHOTO YHPABJICHUS TIPYNIIOW IPOrpaMM 4Yepes
COBMECTHO HCIIOJIb3YEMBIE IaHHBIE;

YBU.103 Yrpoza onpenesieHnsi TAIOB 00bEKTOB 3aIlUThI;

YBU.104 Yrpo3za onpenesieHusi TONOJOTUU BEIYUCIUTEIBHON CETH;

YBU.107 Yrpo3a OTKIIOYEHHS] KOHTPOJIBHBIX JATYMKOB;

YBU.109 Yrposa nepedopa Bcex HACTPOEK U IMapaMeTPOB MPUITIOKECHHUS;

YBU.111 Yrpo3a nepegaun JaHHBIX 110 CKPBITHIM KaHalaMm;

YBU.113 Yrpo3a nepezarpys3ku anmnapaTHbIX U IPOrpaMMHO-aNIIapaTHBIX CPEICTB
BBIYHMCIIUTEIbHON TEXHUKHU;

YBU.114 Yrpo3a nepenosHeHus HETOUUCICHHBIX IEPEMEHHBIX;

YBU.115 VYrpo3a mnepexBaTa BBOAUMONl U BBIBOAUMOW Ha nepU(EpUilHbIE
yCTpOMCTBA MH(DOpMALUY;

YBU.116 Yrpo3a nepexsara JaHHBIX, IEPEIABAEMBIX 110 BBIYUCIUTEIBHOU CETH;
YBU.117 Yrpo3a nepexBara NpUBUIETUPOBAHHOTO MOTOKA;

YBU.118 Yrpo3a nepexsara NpuBHUIETHPOBAHHOTO MIPOIIECCA;

YBU.121 Yrpo3a noBpexacHUS CHCTEMHOTO PEECTPA;

YBU.122 Yrpo3a noBbIIEHUS TPUBUIIETHN;

YBUN.123 Yrpo3za mogdopa nmapo:is BIOS;

YBU.124 Yrposa noajenku 3anmucei xKxypHaia perucTpainuu coObITHi;

YBU.127 Yrpo3a noaMeHbl AEHCTBUS MOJIB30BATENS ITyTEM 0OMaHa;

YBU.128 Yrpo3a mogMeHbl JOBEPEHHOTO MOJIb30BaTENS;

YBU.129 Yrpo3a mogmMeHbl pe3epBHOM KO ITporpaMMHoro obecnieueHus BIOS;
YBU.130 Yrpo3a noaMeHbI COIEPKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrposa noameHbl CyObeKTa CETEBOro JOCTYIIA;

VYBUM.132 VYrpo3za mnoiydeHHs MpeaBapuTeNbHOM HHMOpManuu 00 o0bekTe
3aIlNTHL;

YBU.139 Yrpo3sa npeogoseHust Gu3nvecKomn 3aliuThl;

YBU.140 Yrpo3a npuBeieHHUs] CUCTEMbI B COCTOSIHHE "0TKa3 B 0OCTY>KMBaHUU'";
YBbU.143 VYrpo3a nporpaMMHOrO BBIBEAEHUS W3 CTPOsSl CpPEICTB XPaHEHWS,
00paboTKH U (MIK) BBOAA/BBIBOIa/TIEpeaur HHGOPMALINH;

YBU.144 Yrposa nporpammHoro copoca napossi BIOS;

YBU.145 Yrpo3sa npomnycka NpoBEepKH EJTOCTHOCTU MPOrPAMMHOTO 00ECIIeUeHNs;
YBU.149 VYrpo3sa cb6ost 00paboTKH crienuanbHbIM 00pa3oM U3MEHEHHBIX (ailiioB;
YBU.152 VYrposa ynaneHus: ayTeHTUPUKALIUOHHON MHGOpMALIHH;

VYBU.153 VYrpo3za ycuneHuss BO3ACHUCTBUS HAa BBIYUCIUTEIBHBIE PECYPCHI
M0JI30BATENIEH MPU OMOILU CTOPOHHUX CEPBEPOB;

13



VYBU.154 VYrpo3a yCTaHOBKH YS3BUMBIX BEpPCHUUA OOHOBJICHHUS MPOrPAMMHOIO
oOecnieuenus BIOS;

YBU.155 Yrpo3a yrpatsl BEBIYMCIUTEIBHBIX PECYPCOB;

YBU.156 Yrpo3a yTparsl HOcUTeNlel nHpOopMaIuu;

YBU.157 VYrpo3a ¢Qusuyeckoro BbIBEEHUS U3 CTPOSI CPEIACTB XpPaHEHUS,
00paboTku U (UJIM) BBOIa/BBIBOIA/TIEpeauu HH(POpMAITUH;

YBU.158 Yrposa opmatupoBanus HocuTeIeH nHPpopMarmy;

YBU.159 Yrpo3za "dopcupoBanHoro Bed-Opay3unra';

YBU.160 VYrpo3a xuineHuss CpeACTB XpaHEHUs, o00paboTkn w  (Win)
BBO/1a/BBIBOIa/TIEpeiaun HH(OPMAITUH;

YBU.162 Yrpo3sa skcruryatanuu udpoBoi MOAMUCH TPOTPAMMHOTO KOJIa;
YBU.163 VYrpos3a mnepexBara HCKIIOUYCHHS/CUTHANIA W3 MPUBUICTHPOBAHHOIO
Os10Ka (QyHKIIHIA;

YBM.167 VYrpo3a 3apakeHHs] KOMIBbIOTEpAa MPU IMOCEHICHUH HEOJaroHaaEXHBIX
CalTOB;

YBU.168 Yrposa "kpaxu" yd€THOM 3aNUCH JIOCTYIIA K CETEBBIM CEPBUCAM;
YBH.170 Yrpo3a HenpaBoMepHOro MHU(PpOBaHUs HHPOPMALINH;

YBU.171 Yrpo3a CKphITHOTO BKJIFOUEHUS BBIYHCIUTEIBHOTO YCTPOMCTBA B COCTaB
0oT-ceTH;

YBU.172 Yrpo3a pacnpocTpaHeHHs "TIOUYTOBBIX YEpBEH';

YBU.173 Yrpoza "cnama" BeO-cepBepa;

YBU.174 Yrpoza "papmunra';

YBUM.175 Yrpo3a "¢ummnra";

YBN.176 VYrpo3a HapyleHUsi TEXHOJIOTHYECKOTO/IPOU3BOACTBEHHOTO MpoLecca
13-3a2 BPEMEHHBIX 3aJIePKEK, BHOCUMBIX CPEJICTBOM 3alUTHI;

YBU.177 VYrpo3a HENMOATBEPKAEHHOTO BBOAA JNAHHBIX ONEPATOPOM B CHUCTEMY,
CBSI3aHHYIO C 0€30MMaCHOCTHIO;

YBU.178 Yrpo3a HECAHKIIMOHUPOBAHHOTO UCITOIb30BAHUSI CUCTEMHBIX M CETEBBIX
YTUJINT;

YBU.179  VYrpo3a  HECaHKIMOHMPOBAHHOM  MOJM(HUKAIIMK  3aIIUIIACMOU
uH(popmaIuuy,

YBU.180 Yrpoza oTkaza noACUCTEMbI 00ECIICUCHHS TEMIIEPATYPHOTO PEKUMA;
VYBU.181 VYrpo3a mnepexBara OZHOPA30BBIX MapoJied B PEKHUME PEATBHOTO
BPEMEHU;

YBU.182 VYrposa ¢pusznueckoro ycrapeBaHus anmapaTHIX KOMIIOHEHTOB;
VYBU.183 VYrpo3a mnepexBara yHpaBl€HUS aBTOMAaTU3UPOBAHHOM CHCTEMOM
YIpaBIIEHUS TEXHOJOTMUECKUMH MPOLIECCAMMU;

YBU.185 VYrpo3a HECAaHKIIMOHMPOBAHHOIO H3MEHEHMS MapamMeTPOB HACTPOUKHU
CPEJICTB 3alUThl HHPOpMALIHY;

YBU.186 VYrpo3a BHenpeHHs BpPEIOHOCHOTO KOAAa Yepe3 pekiamy, CEpBHUCHI U
KOHTEHT;

VYBU.187 VYrpo3a HECaHKIIMOHUPOBAHHOTO BO3JEWUCTBUS Ha CPEJICTBO 3allUThI
uHdopMaIuy;

YBU.189 Yrpo3a MackupoBaHuUsl I€MCTBUN BPEIOHOCHOTO KOJIa;
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YBU.190 VYrpo3za BHeIpeHHs BpPEIOHOCHOTO KoJa 3a CUET MOCEUICHUS
3apa)KEHHBIX CaUTOB B ceTH VIHTEpHET;

YBU.191 Yrposa BHenpeHHs] BPEIOHOCHOTO KOJia B JUCTPUOYTHUB MPOTPaAMMHOTO
oOecIieueHus,

YBU.192 Yrpo3a ucnoiab30BaHus YA3BUMBIX BEPCHIN POrPaMMHOTI0 00ECIICUCHHS;
YBU.193 VYrpoza yreuku uHbOpMAIMM 3a CUET MPUMEHEHUS BPEJOHOCHBIM
POrpaMMHBIM O00ECIIEYeHUEM alNrOpUTMOB KU poBaHus Tpaduka;

YBU.197 VYrposa xumieHus ayTeHTU(GUKAIUOHHOW HMH(OPMALMK U3 BPEMEHHBIX
daiinos cooKie;

YBU.198 VYrpo3a CKphITHOM pErMcTpalvyd BPEIOHOCHOM NPOTrPaMMHOM YYETHBIX
3anucer aIMUHUCTPATOPOB;

YBU.201 VYrpo3a yTedykd MNOJb30BATEIBCKUX JIAHHBIX NIPU HCHOJBb30BAHUU
GbyHKIMIA aBTOMAaTUYECKOTO 3aIOJIHEHUS ayTeHTU(UKAIIMOHHOW WH(OpManuu B
Opay3epe;

YBU.203 VYrpos3a yreuku MHPOpMAIMU C HE MOJKIIOYEHHBIX K ceTh VHTepHer
KOMIIBIOTEPOB;

YBHN.204 Yrpo3a HECAHKIIMOHUPOBAHHOTO M3MEHEHHS BPEAOHOCHOW MPOTrPaMMOi
3HAYEHUH MapaMeTPOB MPOTPAMMUPYEMBIX JOTHUYECKUX KOHTPOJLIEPOB;

YBU.205 Yrposa HapymieHus paboThl KOMIIbIOTEpA U OJIOKMPOBAHUA JOCTyIa K
€ro JaHHBIM H3-32 HEKOPPEKTHOW pabOThl YCTAHOBIIEHHBIX HA HEM CPEICTB
3AILUTHI.

4.2. Yrpo3amu 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX TPU UX 00pabOTKE C
ucnons3oBanueM CK3U saBisrores:

4.2.1. co3maHue Cmoco0OB, TOATOTOBKA W TIPOBEACHUE aTak 0Oe3
MIPUBJICUEHUSI CIICIIUATIMCTOB B 00JacTH pa3padoTku u aHanmza CK3U;

4.2.2. co3nanne ciocoO0B, MOATOTOBKA M MPOBEACHUE aTaK Ha Pa3UYHBIX
sranax ku3HeHHoro uukina CK3U. K sranam »xu3HenHoro wnukina CK3U
OTHOCATCA: pa3paboTka (MOJEpHM3AIMs) YKa3aHHBIX CPEJCTB, UX MPOU3BOJICTBO,
XpaHEeHHEe, TPAHCIIOPTUPOBKA, BBOJ B AKCIUTyaTallrIo (TIyCKOHANA0UYHbIE PabOTHhI),
AKCIUTYaTalus;

4.2.3. mpoBeJcHUE aTakdh, HAXOMACh BHE TMPOCTPAHCTBA, B TIpeneax
KOTOPOTO OCYIIECTBIIIETCS] KOHTPOJIb 32 MPEObIBAHUEM U ICUCTBUSAMU JIUI] U (WJIH)
TPAaHCIOPTHBIX ~ CPEACTB  (majgee - KOHTpoJupyemas 30Ha). [ 'paHunei
KOHTPOJIMPYEMOM 30HBI MOKET OBITh: TEPUMETP OXPaHSIEMON TEPPUTOPUU
OpraHM3all{, OrPaXJAKIIME KOHCTPYKUHMHM OXPAHAEMOrO 3JaHUsl, OXpaHsAEeMOU
YaCTH 3/1aHUS, BBIIEIECHHOTO MOMEIICHHUS;

4.2.4. mpoBeneHne Ha dTanax pa3paboTKu (MOJEpPHU3AINN), TPOU3BOJICTRA,
xpanenus, TpancnoptupoBku CK3UM u stame BBoja B skcmutyatauuro CK3U
(TmycKoHaNag0uHbIe paboThl) CICTYIONINX aTaK:

BHECEHHE HeCaHKIMOHUpOoBaHHBIX wu3MeHeHnit B CK3UM wu (unu) B
KOMIIOHEHTBI alllapaTHbIX U MPOTrPaMMHBIX CPEJICTB, COBMECTHO C KOTOPBIMU
mratHo GyHKuuoHUpyroT CK3U, B COBOKYNMHOCTH MPEACTABISIIOUIUE CPEAY
¢dbynkunonupoBanusi CK3U, koropble CcHocOOHBI MOBIUATH Ha BBINOJHEHUE
npenbsisieMbix Kk CK3U  TpeGoBaHuii, B TOM 4YHCIE C UCIOJb30BAHUEM
BPEIOHOCHBIX MTPOTPAMM;
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4.2.5. npoBeaeHue artak Ha 3Tane skcruryaranuu CK3U na:

MepCOHAJILHBIC JaHHBIE;

KIIFOUEBYIO, ayTEHTU(UIUPYIONTYIO U apoiabHyto nHbopmarmio CK3U;

nporpaMMmubie koMmoHeHTsl CK3U;

anmapatHbie KomnoHeHTsl CK3U;

nporpaMmHibie  komrnoHeHTbl C®, Bkio4as mnporpaMMHOe oOecrieueHue
BIOS;

anmnapaTHble KOMIOHEHThI CO;

JaHHBIE, TIepeIaBacMble 110 KaHaJlaM CBSI3U;

4.2.6. monmydeHuE W3 HAXOIAIIMXCS B CBOOOJHOM JOCTYIlE HCTOYHUKOB
(BKITROUAs HTHPOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIC CETH, JOCTYI K KOTOPHIM HE
OTPAHUYEH OMNpPEJCICHHBIM KPYroM JHIl, B TOM 4HcCle HWH()OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHYI0 ceTh "HMHTepHer") mHpopmauun o0 MC, B kotopoi
ucnonb3yetcst CK3U. [Ipu s3Tom MoxkeT ObITh TIOJTy4eHa cleAyrolas HHGOpMaIus:

obmue cBegenusi o0 MC, B koropoii ucnonb3yercs CK3U (nasHauenue,
COCTaB, orepaTop, 00BEKTHI, B KOTOPBIX pa3mMelieHsl pecypcsl UC);

cBefieHUsT 00 WHGOPMAIMOHHBIX TeXHOJoTusX, 0azax nanubeix, AC, I1O,
ucnoibdyembix B HMC coBmectHo ¢ CK3M, 3a HCKIIOYEHHEM CBEICHUM,
COJIEpIKAIUXCA TOJIBKO B KOHCTPYKTOPCKOUM JOKYMEHTAIIMU Ha UH(GOPMAIMOHHbIE
TexHosoruu, 6a3sl qanubix, AC, [10, ucnons3yemsie B UC coBmectHo ¢ CK3U;

coJiepKaHUE HaxXOJAIIecss B CBOOOJHOM JIOCTyNE JOKYMEHTallUd Ha
anmnapartHble U mporpaMMHblie KoMmoHeHThl CK3U u CO;

o01ue CBeJeHUs O 3aluilaeMor uHdopMaIru, UCIIOIL3YEMOM B Mpoliecce
skcrryatanuu CK3U;

CBEJCHHUS O KaHaJax CBSI3M, MO KOTOPBIM mnepeaarorcs 3amuiaembeie CK31
nepcoHaIbHbIE JaHHBIC (J1aiee - KaHa CBSI3H);

4.2.7. TpUMEHECHHE HAXOIAIMMXCI B CBOOOJHOM  JIOCTyIlC  WIIHU
UCIIOJB3YEMBIX 3a MpenenamMu KoHTposmpyemoill 30Hbl AC wu I10, Bkimroyas
anmnapatHble U mporpaMMHbie kKoMmoHeHThl CK3U u CO;

4.2.8. monydeHrue B paMKaxX MPEJOCTABICHHBIX MOJHOMOYWN, a TaKKe B
pe3ynbTaTe HaOMIOIEHUH CeayolIe nHPOopMaInu:

CBEJICHUN 0 (PU3MYECKUX Mepax 3alUThl 00bEKTOB, B KOTOPHIX pa3MEIICHbBI
pecypebl UC;

CBEJICHUN O Mepax Mo OO0ECNeYeHUI0 KOHTPOJUPYEMOW 30HBI OOBEKTOB, B
KOTOPBIX pa3menieHsl pecypcsl UC;

CBEJICHUI 0 Mepax MO Pa3rpaHUYECHUIO0 JAOCTYIA B MOMEMICHUS, B KOTOPBIX
HaxoxsatTcss CBT, Ha kotopeix peanuzoBanbl CK3U u C;

4.2.9. WCMONB30BaHHWE INTATHBIX CPEACTB, OrPAHUYEHHOE MEpaMH,
peanuzoBanHbiMU B MIC, B xoTopoi ucnons3dyercas CK3U, u HanpaBieHHbBIMUA Ha
MPENOTBPAILLIECHUE U NPECCUCHUE HECAHKIIMOHUPOBAHHBIX JICMCTBUM.
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